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1. O01He MoJIoKeHu s

1.1. TTono>xxeHre O MOPSAAKE OpPraHM3alldyM ¥ IPOBEJEHHU paboT IO TEXHUYECKOH
3al[UTe ePCOHATBHBIX NaHHBIX B MBY CIIOP «borateips» AI'O (majee COOTBETCTBEHHO —
II0JIOKCHHE, OpraHu3aIus) SIBIISIETCS OCHOBHBIM TOKyMEHTOM
TI0 3alIMTe [EPCOHANBHBIX TaHHBIX, COIepKalUXCcs B 0a3ax JAaHHBIX, U OIPEIeIIAeT eI,
IOPSTOK OpraHW3allWy, IUIAHUPOBAHWS M BBITIONHEHHS MEPONPHATHA MO TEeXHHYECKOHU
3aIUTe MEPCOHANBHBIX TaHHBIX. [Ipy 3TOM COCTaB IEPCOHATBHBIX NaHHBIX NIPEICTAaBIEH
B JIOKaJIbHOM HOPMATHUBHOM aKTe opraHusanuu «llepeueHs mepCoOHaIbHBIX TaHHBIX).

1.2. TTonoxxeHue pa3spaboTaHO B COOTBETCTBUH C TPeOOBaHMIMH 3aKOHOAATEIBCTBA
Poccutickoit @emepanyiv B YaCTH 3aILUTHI IEPCOHANBHBIX TaHHBIX.

1.3. TpeGoBaHusT HACTOAIIEr0 IIOJNIOKEHUS HAlpaBlIeHbl Ha MPENOTBPAIICHHE
YTEUKH 3alluinaeMoll HHGOPMAIMH, HECAaHKIUOHMPOBAHHOTO IOCTyNa H CHEIHAIbHBIX
BO3IEHCTBUH Ha MHPOPMALIHIO.

1.4. OcHOBHBIE HampaBieHHs pPabOT 10 3alluTe IIEPCOHATBHBIX JAHHBIX
(mamee — 311 /1H):

1) mpeoTBpalieHHE — HECAHKIMOHMPOBAHHOIO  JOCTyma K  HHQOpMAIuu
¥ (WIK) TIepeaavy ee IuiaM, He MMEIOIIUM IIpaBa Ha JOCTYI K MH()OPMAIWH;

2) paspaboTka W TpaKTHYecKas pealu3alysd OPTraHU3alMOHHBIX U TEXHMIECKHMX
MEPOTPHUATUHN 10 3aIIUTE:

nHQOpManuy, oOpabarbiBaeMON  CPEICTBAMH  BBIYMCIMTENIBHOH — TEXHHUKH
(mamee — CBT);

UH(OPMAITHK, BEIBOIUMON Ha 3KPaHbl BUIEOMOHUTOPOB;

HHPOPMAIIMH, XpaHseics Ha QU3MYECKMX HOCHUTEIIX, B TOM UHCIIE, BXOAAIIMX
B COCTaB MH(MOPMAIHOHHON CHCTEMBI EPCOHATBHBIX JaHHBIX (Hanee — UCITIH);

3) cBoeBpeMeHHOe OOHapyXeHue (AaKTOB HECAHKIIMOHHUPOBAHHOIO JOCTYyIa
K “HOpMAaIUY;

4) TpepymIpexIeHre BO3MOKHOCTH HEONArompHMATHBIX MOCITENCTBUH HapyIICHU
TIOpsIKa JOCTyTa K UH(GOpMaLuy;

5) HemoOmyIIeHWE BPEJOHOCHOTO BO3NEHCTBHMA HA TEXHHYECKHE CPEICTBa
06paboTKK HHPOPMAIWH, B pe3yIbTaTe KOTOPOTo HapyImaeTcs ux GyHKIHOHUPOBAHHE,

6) BO3MOXHOCTb HEe3aMeIJTUTENBHOIO BOCCTaHOBJIEHUS uHhopManuy,
MOIU(DUIMPOBAHHON WM YHHUYTOXEHHOH BCJIEACTBUE HECAHKIMOHMPOBAHHOIO JOCTYyIIa
K Hel;

7) IOCTOSHHBIH KOHTPOJNb 38 00eceueHreM YPOBHS 3al[UITeHHOCTH HH(QOPMAIHH.

1.5. OcHOBHEIE CITOCOOBI ¥ MEPHI 3aLIUTEI IIEPCOHAIBHBIX TaHHBIX:

1) mpusnedenue muuensuatoB OCTOK Poccuu UIs  BBIIONHEHHsS —paboT
10 TEXHUYECKOH 3allliTe TEPCOHAIBHBIX JaHHBIX;

2) KaTeropupoBaHHe 00BEKTOB HH(MPOPMAaTH3ALIVH,

3) mpOTHBOAEHCTBHE yTEUKe N0 TEXHUYECKUM KaHallaM, HeCaHKIMOHMPOBAHHOMY
JOCTYIIy, IPOrPaMMHO-TEXHUYECKOMY BO3JEHCTBHIO C IIEJIBI0 HapylIeHHsA IEJIOCTHOCTH
u nocrynsocTy IT][H B mporiecce ee 00pabOTKH, Iepeiadn U XpaHEeHNS;
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4) TpuMeHeHHWe aBTOMATH3MPOBAHHBIX CHCTEM B 3alllUIIEHHOM MCIIOJIHEHUHU
U151 06paboTku, XpaHeHus u nepexaun [1/1H; '

5) wucnonp3oBaHue CePTHGUIMPOBAHHEIX CpeAcTB 3amuTel II/IH OT yTeuku
10 TEXHUYECKUM KaHalawm;

6) WHCII0JIB30BaHUE CepTUDUITPOBAHHBIX CpeICTB 3aIUTHI I[T1n
OT HeCaHKIMOHUpoBaHHOro Hoctyna (gaee — HCJI) u KOHTpOsb uX 3¢ (HeKTUBHOCTHY;

7) arrectaius 00BEKTOB HMH(MOpMATH3alMU IO TPeOOBaHMAM HHGOPMaAIMOHHOM

0€e30IMacHOCTH.

1.6. JIoJOKHOCTHEIE JIMIIA, OTBETCTBEHHEIE 3a BBIITOTHEHHE TPEOOBAaHUI HACTOSIIETO
IIOJIOYKEHUS :

1) orBercrBeHHOCTH, 3a J3IIJ[H B oOpraHM3auuM HECET pPYKOBOAUTEIb M BCE
COTPYIOHHKH, TOIYIIeHHBIE 10 pabOTHI C MaHHOU HHbOpMalUueH;

2) opraHU3alMOHHO-METOAMYECKoe  pyKoBoacTBO  paboramum mo  3II/IH,
BeimosiHeHne paboT mo 3IIJIlH ¥ KOHTPOIH BBHIIOMHEHWS TpeOOBaHUM HACTOSIIETO
[IOJIOYKEHHMS BO3JIaraercs Ha OTBETCTBEHHOrO 3a olOecrmedeHue HMHGPOPMAIMOHHOM
6e3omacHoCTH (aAIMHUHUCTPATOPa MHPOPMAIIMOHHON O€30I1aCHOCTH).

2. Ilopsimok onpeaesneHus 3alMIaeMOi HH(POPMALHH

2.1. YcnoBust ~ oTHeceHHs  MHGOpMaluMd K  CBENEHUSM,  COCTABIIAIOIIAM
KOMMEPYECKYIO TaliHy, CIIy)KeOHYIO TaliHy M HHYIO TalHy, 00s3aTebHOCTh COOJIIONECHUS
KOHGUISHIIMATFHOCTY TaKoi HH(GOpPMAIIKK, a TaKXKe OTBETCTBEHHOCTD 3a €€ PasIilallleHue
yCTaHABIMBAIOTCS B COOTBETCTBHH C 3aKOHOIaTeN-CcTBOM Poccutickoit Penepanui.

2.2.CBefeHHsT O TIEPCOHAIBHBIX [JAaHHBIX OIIPEHENIEHBl COOTBETCTBYIOIIMM
mepeyHeM, BBEIAEHHBIM B JEWCTBHE COOTBETCTBYIOIIUM paCIOPAIUTENBHBIM aKTOM
OpraHu3aIuu.

OpranuzallioHHble W TexHUdeckue Meporpusatus o 3II/IH ocylecTBIsArOTCS
Ha OCHOBE TPeOOBaHUH HOPMATUBHBIX MTPABOBBIX aKTOB M JOKYMEHTOB B yKa3aHHOH cdepe
JIesITETLHOCTH.

3. llopsinok mpuBJiedeHHs CIEHAJTN3HPOBAHHBIX CTOCPOHHHX OPraHH3 AU
NpHU pa3padoTKe U 3KCIIYATANUHN 00beKTOB HH(MOPMATH3ALMHU M CPEACTB 3aIMThI

3.1. Opraamsamus pador mo 3IIJ[H, meTomuueckoe pPyKOBOACTBO, DEaIU3allUA
U KOHTpoib 3a dbhdexTuBHOCTEI0 Mep mo 3IIJ[H Bo3naraercs Ha OTBETCTBEHHOIO
3a obecrieyenne HHOOPMAITMOHHOW Oe30mMacHOCTH (aJMHHUCTpaTopa MHGOPMAaIUOHHOH
0e30ITaCHOCTH).

3.2. Jlns  BemonHeHus Meponpuatuit 1o  3IIJ[H MOryr IpHBIIEKATHCS
CIIelIHATN3UPOBAaHHbIe OpraHM3allid, HUMeronrue cooTBeTcTByroume auieHsun OCTOK
Poccuu u/vmm ®CB Poccuu.

3.3.IIpu BBHIIOTHEHWH OTAENBHBIX BUAOB paborT mo 3lI[IH ¢ mpuBIeYEHHEM
CHelIMaTU3UPOBAHHBIX OpraHU3alliii Ha3HA4aloTCi COOTBETCTBYIOIIHME CIICIIUANIACTE,
OTBETCTBEHHEIE 32 OPraHU3aIlMIO U [IPOBEIEHNE TaHHBIX paboT.
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3.4. IInanupyemsle Meponpusitus 1o 3I1J[H paspabaTeIBarOTCS OTBETCTBEHHBIM
3a obecreueHne MHGOPMAMOHHONW 0e30IIaCHOCTH ¥ BKJIIOYAIOTCS OTAEILHBEIM pas3feroM
B T'OJI0OBOM IIJIaH MEPOIPUATHH opranu3zaiuu mo 3I1/x.

Pasnen muana no 3I1/IH npenxycMaTpuBaeT clIeyromye moapasaesl:

MeponpuaTHs 10  BoimonHeHuro pemeHudn @OCTIK  Poccmm, mnpukaszos
U PacCIopsKEHUH BhIlecTosAed opranu3anu 1mo 311)1H;

OpraHU3alHOHHO-MeToAuYecKoe obecneueHne pabor mo 3[1/[H (paspabortka,
KOPPEKTHUPOBKA M COIIACOBAHME OPraHU3ALMOHHO-METONWYECKUX JTOKYMEHTOB, ILIAHOB,
OTYETOB; COCTaBIEHHE 3adBOK Ha TexHudeckwe ycrpoiictBa 3II/IH; o00yueHue
COTPYITHUKOB);

KOHTPOJIBHBEIE MEPONIPHUATHSA (OL[EHKA JOCTATOUYHOCTH IIPUMEHSIEMBIX MEP U CPEICTB
3I1/IH; s¢dextrBHOCTS IpHHEMaeMbIx Mep 3IIJIH B opraHusaiuu; ydactde B paboTe
KOHTPOJIUPYIOIIUX OPTaHOB).

4. Ilopsimok pa3spa6oTkH, BBOAA B elicTBHE H IKCILIYaTAIIHH 00bEKTOB
HH(pOpMaTH3ALHHU

4.1. Ilopsmox, wmeromel u crocoObl 3I[I/[H ompemensArOTCs HOPMATHBHBIMH
paBoBBEIMH akTaMu U nokymMeHTamu OCb Poccun 1 ®CTOK Poccun.

4.2. JIocTaTOYHOCTb IPHHATBIX Mep 10 obecredenuro 6GeszomacHoctd I1J[H
Ipu ee 00paboTKe B CUCTEMaxX OIEHUBACTCS IIPU MPOBEIEHUHM TI'OCYIapCTBEHHOTO
KOHTPOJIS ¥ Hai30pa.

4.3. besonacHocts I1/1H npu ux o6pabotke B ICIT/IH oGecrieunBaeTcs ¢ MOMOIIBIO
C3II[dH, BKIIOYAOIIeld OpraHW3allMOHHBIE MEPHl M CPENCTBA 3alIMTHl UHGOPMAIWH,
CpeAcTBa MNPENOTBPAINCHMs HECAHKIMOHUPOBAHHOIO JOCTyMa, YTEUKH HWHGOpMAaIUU
[0 TEXHWYECKMM KaHajlaM, NPOrPaMMHO-TEXHUYECKUX BO3JIEHCTBHI HaA TEXHHYECKHUE
cpenctBa 00paboTKH, a Taxxke ucroias3yeMsle B VICTI/IH nHGOPMAHOHHEIE TEXHOIOTHH.
Texuuyeckre M NpOrpaMMHBIE CpPEINCTBA JOJDKHBI YIOBIETBOPATH YCTAHABIMBAEMBIM
3aKOHONATeNILCTBOM Poccuiickoli @epepanuu TpeOOBaHUAM, 00ECIIEUHUBAIONIUM 3aIlUTY
uHbOpMAaITHH.

Cpencrea 3amuTel MHOOPMAIMH, TPUMEHSIEMble B HH()OPMAIMOHHBIX CHCTEMAX,
B YCTaHOBJIEHHOM IIOPSIKE IIPOXOIAT MPOLIETYPY OIEHKH COOTBETCTBHA.

4.4. Oxcnmyaranus C3IIJIH ¥ CpencTB 3allMTBl B €€ COCTaBe OCYILECTBIIAETCS
B COOTBETCTBHU C TEXHOJIOTMYECKUM IIPOLECCOM W HMHCTPYKIHSAMH IO 3KCIUTyaTalluh
CPEICTB 3alllUTHI.

4.5. Tna obecneuenus 3amutsl I1/{a npu sxcrnyatamun C3I1/IH 1 CpeCTB 3aLUTHI
HEe0o0XO0UMO COOIIOIATh CIEAYIONIHe TPeGOBAHMS:

OOCTYIl K 3alluiiaeMod uHpopMmaumu Jun, paboraromux B HCII/IH
(momp30BaTenel, 00CITY)KUBAIOLIETO TIEPCOHANA), JOJKEH IPOU3BOAUTECA B COOTBETCTBHA
C IIOPSIIKOM, YCTaHOBJICHHBIM Pa3pelIUTEIbHON CUCTEMOU TOCTYIIA;

Ha nepuon oOpaborku IIJI[H B moMemeHuu, rae pa3sMeNIAlOTCS OCHOBHEIE
TEeXHUYECKHWE CPEIACTBA M CHCTEMBI, MOIYT HaXOIWUTHCS TOJBKO JIMIA, MOIYIIEHHBIE
B YCTaHOBIEHHOM IIOpsAAKe K oOpabaTeiBaeMoil wuHGbOpPMAaNnH, IOOMYCK APYIHX
JIMIL JJI [IPOBENEHUS HEOOXOOMMBIX MPOQHUIAKTUYECKUX HIIH PEMOHTHBIX Pa0OT MOXKET



OCYIIECTBIATBCA B OTO IIOMELIEHHWE TOIBKO B IPHUCYTCTBUH OTBETCTBEHHOIO
3a obecrieyeHre HHOOPMAITMOHHON 6€30I1aCHOCTH;

TIIpY Pa3MEIEHUH B TIOMENIEHUH HECKOJBKUX TEXHUYECKUX CPEACTB OTOOpaKeHHUS
uH(GOpPMAIIMH, MTOJDKEH OBITh WCKIIOYEH HECAaHKLIMOHHUPOBAHHBIA IIPOCMOTP BBIBOIHUMOM
Ha HUX UH(OpMAaIHY;

B CIydae KOMIPOMETAlMM  TapoNpHONM  HMHGOpPMALKMU  OTBETCTBEHHBIM
3a obecreueHrne MHOOPMAITMOHHOW 0€30IIaCHOCTU JOJDKEH IIPUHATH ONEPATHBHBIE MEPHI
0 3aMeHe I[apolieii W WIeHTU(OUKATOPOB, a Takke WHUIMUAPOBATh CIyXeOHOe
paccienoBaHue.

4.6. Bce wmocurenm II/ln  Ha  OyMaXHOM, MarHUTHOW, ONTHYECKOH
(MarHUTO-OITHYECKOH) OCHOBE, MCIONB3yeMble B mpouecce obpaborku 11JIn B UCIIH,
IIOJJIEXKAT Y4eTy.

4.7. BpeMeHHO He WCIIOIb3yeMble YUYTCHHBIE HOCUTEIH HHMOPMAIMH HOJDKHEI
XpaHUTBCS B CIEHUANbHO OOOPYAOBAaHHBIX JUIA OTOTO MeCTaX, HEOOCTYIHBIX
ISl TIOCTOPOHHUX JIMII.

4.8. Tlepmomuueckuiéi KOHTPONb BKJIIOYaeT B Ce0S: KOHTPOJb BBITOIHEHHUS
OpraHU3alMOHHBIX MepornpusTud 1o 3IIJJH B COOTBETCTBMM C TIOJOBBIM IIJTAHOM
MeponpusaTuii mo 3I1J[H; WHCTpyMEHTaNbHBIM KOHTPOJIb 3()(HEKTUBHOCTH BHEAPEHHBIX
CPEJICTB 3aIllUTHI.

NHCTpyMeHTaNBHBI ~ KOHTPOJIb  IIPOBONUTCA  HE  pexe  OIOHOro  pasa
B T'OJI C NIPUBJIEUYEHUEM Ha JOIOBOPHOM OCHOBE OpraHHU3allii, MPOBOAUBIINX aTTECTAIIUIO
3THX O00BEKTOB WM APYTUX OPraHW3alldi, MMEIOMUX JHUIEH3UI0 Ha COOTBETCTBYIOIIUM
BU/[ I€SITEIIBHOCTH.

VHCTpYyMEHTAIBHBIA KOHTPOJIb SIBIIETCS 005S3aTENIBHBIM IIPH BBOJIE aTTECTOBAHHBIX
pabourx MECT B DKCILIYaTAIlHIO; TI0CIIe YCTAHOBKHU, PEMOHTA MU 3aMeHBI cpeacts 3I1/1H;
P U3MEHEHUH ycloBul skciutyaTanuu OM, pazMeleHnsa TEXHUYECKUX CPECTB.

4.9.Ilo pe3ynpTaTaM KOHTPOJII COCTaBIAETCS aKT, B KOTOPOM OIICHMBAETCSA
cocrosgaue C3II/IH, yka3pIBatoTCs HMMEIOLIMECS HapyIIeHHs M CPOKH HX YCTpPaHEHWUS,
JAETCs 3aKII0UCHHE.

PesynpTaTel paboT JOKIANBIBAIOTCS PYKOBOMUTENIO OpIaHU3allMK, KOTOPHIM
yTBEP)KIaeT MPEeACTABIISIEMBIN aKT.

B cioyyae HUMEIOIIUXCS CEPhE3HBIX HApyIIeHWH, paboThl Ha OOBEKTeE
uHOpMaTH3AIUY TPUOCTAHABIMBAIOTCS 10 UX YCTPAHEHHUS.

5. OTBeTCTBEHHOCTD JOJIKHOCTHBIX JIHUI

5.1. JIoJ>XKHOCTHBIMH JTUI[AMHU, OTBETCTBEHHBIMU 33 OPTaHU3aLIMI0 U OCYIIECTBICHUE
meponpustuit mo 3I1/{H B opraHu3anuy SBISIOTC:

— PYKOBOAMTEIH OpraHU3aluy;

— OTBETCTBEHHEIH  3a  WMH(DOPMAITMOHHYIO  0€30MacHOCTh  OpraHM3allUH
(agMuHHCTpaTOP MHGOPMALIMOHHON O€30MacHOCTH).

5.2. KomneTeHIus pyKOBOIWTENSA OpPraHU3aldXd IPUMEHHUTEIBHO K HACTOSAIIEMY

TI0JIOKEHUIO
OIIpeNieNAeT COTPYTHUKOB OpraHU3aliHy, TpUBIeKaeMbIX K 3I1JIH;
yTIBepXKaaeT JoKyMeHTHl o 311/1H;
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NpUHUMAET pelieHre o puHaHCcHpoBaHuU padot 1o 311/1H;

IPHHAMAeT pelleHre O IMpeKpalleHnd paboT B Clydae BBIABJICHMS HapyIICHHI
Tpebosanuii mo 3I1/IH, a Taxke 0 BO300OHOBIEHHH PabOT MOCHE UX YCTPAaHEHHUS.

5.3. KOMIIETeHIIMsIT  OTBETCTBEHHOIO 33  MHGOPMAIMOHHYIO  0€30IacHOCTH
OpraHM3aIuy (aAMUHUCTPATOp HHHOPMAITMOHHON 6€30IIaCHOCTH):

OCYITIECTBIISIET roZ0BOE TUTaHUPOBaHUE MEPOTPHUATHH OpraHM3aluU
110 3IT/IH ¥ KOHTPOJIb 3@ €r0 BHIIIOIHEHHUEM,

oprammsyer pa3pabOTKy ¥  BHEJIpPEHHME HEOOXOIAMMBIX  OpraHM3allMOHHO-
texuudeckux Mepornpustuii o 3II/{x B opranuzanumy,

IIpeCTaBNAeT Ha yTBEPKACHIE PYKOBOIUTEIIIO OPraHU3aluy JOKYMeHTs! 110 311/1H;

oleHHBaeT >PGeKTHBHOCTS MpuHEMaeMblx Mep 1o 3II[JH u opraHu3yeT paboTHI
10 YCTPaHEHHIO BBIABIICHHBIX HEIOCTATKOB,;

GOpMHUpYET MPETIOKEHHS [0 yCTPpaHEHHI0 HeqocTaTkos 1o 3I1/1H;

BBISBIISET HAPYIIEHUs B TeXHOJIOruH o6padotku I1/1H;

IIpoOBEPSET IPABUIBHOCTh (QYHKIMOHMPOBAHHWS CHCTEM pasrpaHUYeHHS OCTyIa
k ITJa 1 Hanwuue cpencts 3amuThl I1/1H;

OCYLIECTBIAET  JOKyMEHTalbHOe  O(QOpMiIEHHE  MPOBOAMMBIX  3aIUTHBIX
MEPOTIPHUITUH;

OKa3BIBaeT METOIMYECKYIO IIOMOIIh COTPYIHHKAaM OpraHH3alli¥ W TPOBEICHUH
pabot o 3I1/IH.

6. HepequL JIOKAJIbHBIX HOPMATHBHBIX aKTOB, HCOﬁXOIlI/lMLIX AJIsi OpraHUu3alHH
pﬂ@OTbI 10 3aIHUTE NEPCOHATLHLIX JaHHBIX

[TepeueHb EPCOHANBHEIX JaHHBIX OPTaHU3ALNN.

WHCTpYKIKS TOJIB30BaTeNs] MHOOPMAIMOHHON CHUCTEMBI IEPCOHATBHBIX NaHHBIX
OpraHu3alUu.

WHCTPYKIWS 110 JIeHCTBUSIM IT0JIb30BaTelNs B CIydae HEMITATHON CUTYalllH.

WHCTPYKIMS aIMAHUCTPATOpa KHOOPMALOHHOM O€30IIaCHOCTH.

WHCTPYKIMS 110 apXUBaIlUX HHYOPMAIMOHHBIX PECYPCOB CUCTEMBL.

MHCTPYKIKS TI0 TIOPSIAKY y4eTa X XpaHeHHUs CheMHBIX HOCHUTEIICH.



